Security Capabilities Statement
Effective Date: October 27, 2025
Company: Cinestrix LLC
Address: 30 N Gould St, Sheridan, WY 82801, United States
Email: office@cinestrix.com
Website: https://www.cinestrix.com

1. Overview
Cinestrix LLC (“Cinestrix,” “we,” “our,” or “us”) is committed to maintaining the highest level of security and privacy in all online interactions, financial transactions, and client data handling processes.
This Security Capabilities Statement outlines the technical and organizational measures we employ to safeguard sensitive information, prevent unauthorized access, and ensure data integrity.

2. Secure Website and Encryption
Our website uses SSL/TLS encryption (Secure Socket Layer / Transport Layer Security) on all pages, ensuring that any data transmitted between your browser and our servers remains private and protected from interception.
You can verify a secure connection by checking for the padlock icon and the “https://” prefix in your browser’s address bar.

3. Payment Security
All payments to Cinestrix are processed exclusively through trusted third-party payment gateways that comply with international security standards, including:
· Stripe – PCI DSS Level 1 certified
· PayPal – PCI DSS and PSD2 compliant
· Wise or bank wire transfers (when applicable)
Cinestrix LLC does not store, process, or have access to full credit card details at any stage.
All payment data is transmitted directly to these payment processors over secure, encrypted channels.

4. Data Protection Measures
To ensure confidentiality, integrity, and availability of client information, we implement:
· Encrypted data storage and transfer (AES-256)
· Multi-factor authentication for internal accounts
· Role-based access controls for staff and contractors
· Regular system monitoring and vulnerability scans
· Secure backup and disaster recovery systems
· Strict confidentiality agreements with all team members and subcontractors
Only authorized personnel with a legitimate business need can access sensitive client data.

5. Email and Communication Security
Emails sent from @cinestrix.com domains are protected by:
· SPF, DKIM, and DMARC authentication protocols to prevent spoofing
· End-to-end encryption for sensitive communications when applicable
· Secure file sharing through trusted platforms (Google Drive, Dropbox Business, WeTransfer Pro)
We strongly advise clients not to send payment or personal details via unencrypted email.

6. Third-Party Compliance
Cinestrix LLC only partners with vendors, hosting providers, and payment processors that comply with:
· PCI DSS (Payment Card Industry Data Security Standard)
· GDPR (General Data Protection Regulation)
· CCPA (California Consumer Privacy Act)
· SOC 2 and ISO/IEC 27001 standards where applicable
We conduct periodic reviews of vendor compliance and terminate partnerships with any provider that fails to meet our data protection requirements.

7. Incident Response
In the unlikely event of a data breach or suspected security incident, Cinestrix will:
1. Immediately isolate the affected systems
2. Notify relevant clients and partners within a reasonable timeframe
3. Cooperate with regulatory authorities if required by law
4. Implement corrective measures and system patches to prevent recurrence

8. Physical Security
Although we primarily operate remotely, any physical data storage or equipment located at Cinestrix facilities is protected by:
· Restricted access to authorized personnel
· Surveillance and alarm systems
· Encrypted external drives and locked storage
· Secure data destruction policies for outdated equipment

9. Client Responsibility
While we maintain strict internal controls, clients also play a key role in maintaining security by:
· Using strong, unique passwords for accounts
· Keeping credentials confidential
· Avoiding insecure public Wi-Fi when submitting data
· Reporting any suspicious activity or phishing attempts immediately to office@cinestrix.com

10. Disclaimer
While Cinestrix implements industry-leading measures to secure data, no system is completely immune to risks inherent in online communication.
By using our website and services, clients acknowledge this limitation and agree to take reasonable precautions when sharing data electronically.

11. Contact Information
If you have any concerns about data security, payment safety, or suspect unauthorized activity, please contact:
Cinestrix LLC
30 N Gould St, Sheridan, WY 82801, United States
Email: office@cinestrix.com

